wo 2005/048526 



PCT/KR2004/002874 



[Fi&l] 



'user 



ruser 
2 



'user 
^3 . 




[Fig. 21 



l(H)a 




domain 
web 
server 
k 



300 



400 



200 





domain 




web 


)-— ^ 


server 




B 




AA 

server 



authority 
information 
storing 
module 



100b 



web browser 



^management 
module 




AA request 



AA server 



AA module - 



ACL cache 
control module 



schema 
'provider 



encrvDtfon I / 
module -H^ 



400 



300 



302 




106- 



• 500 



[AAcoola' B 



J J> 



request 
access 



domain web server -{qs 



AA module 



ACL cache 



decryption 
/module 



resource 
request 
processing 
module 



100 



1/7 



wo 2005/048526 



PCT/KR2004/002874 



[Fig. 3] 



l.log in 



[Fig. 41 



2. request 
authentication 



4. set AA cookie 



S.authen^cation & 
refer authority 
attribute 




autho 
informa 
storing 
module 



user 



web browser 




.500 



400 



300 



100 



2/7 



wo 2005/048526 



PCT/KR2004/002874 



[Fig. 51 



1. request access 




internet 



2. check user authority 



requestURL 
/mail/view. asp?. . . 








extract Role 
from cookie 
Ro(e=A8:Bf:03 







1 /community 


1 






Lj/hobby/skateboard/ 
|/hobby 




fin 




/mall/ 

/adult/board 1/ 
/premium/ 






check ACE ID 
existence from 
user Role 



refer to ACE 10 of requested resource 




3/7 



wo 2005/048526 



PCT/KR2004/002874 



[Fig. 71 



1. enlist service 




2. send user ID. 
Rote code 



internet 



1 — 


100 




300 







3. add Role 
to user 
attribute 



{Fig. 8] 



I.QUit service 



2. send user ID. 



^^^^^^^^ 100 

internet L__J 



)— 


100 




300 







3. remove Role 
from user 
attribute 




4/7 



wo 2005/048526 



PCT/KR2004/002874 



[Fig. 10] 



1, start web 
server 



2. request ACL cache 







300 


newest 
ACL 


400 


4. response 
ACL cache 













[Fig. 11] 




500 



100 



[Fig. 12] 



3,request ACL 
cache update 



4. update ACL 
information 



2. select server 
to be updated 



1. manage ACL 



100 




300 












supervisor 





5/7 



wo 2005/048526 



PCT/KR2004/002874 



[Fig. 131 



user 




[Fig. 14] 



request access 




check user authority 



[Fig. 15J 



request to initiate ACL cache & to update 




wo 2005/048526 



PCT/KR2004/002874 



IFig. 16] 



store cookie 
/extract Rote 




0 — Q 



internet 



10Q 




ACL 
Scache 





user authentication 
/check, authority 



7/7 



